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Abstract—In 2015, artist Ai Weiwei was bugged in his home, presumably by government actors. This situation raised our awareness
on the lack of research in our community about operating and detecting spying microphones. Our biggest concern was that most
of the knowledge came from fictional movies. Therefore, we performed a deep study on the state-of-the-art of microphone bugs,
their characteristics, features and pitfalls. It included real life experiments trying to bug ourselves and trying to detect the hidden
mics. Given the lack of open detection tools, we developed a free software SDR-based program, called Salamandra, to detect and
locate hidden microphones in a room. After more than 120 experiments we concluded that placing mics correctly and listening is
not an easy task, but it has a huge payoff when it works. Also, most mics can be detected easily with the correct tools (with some
exceptions on GSM mics). In our experiments the average time to locate the mics in a room was 15 minutes. Locating mics is
the novel feature of Salamandra, which is released to the public with this work. We hope that our study raises awareness on the
possibility of being bugged by a powerful actor and the countermeasure tools available for our protection.

Index Terms—surveillance, microphone bugs, security, espionage.

I. INTRODUCTION

In October 2015 the activist and artist Ai Weiwei found
several microphones bugs hidden in electrical sockets all
around his home and studio[1], [2], [3]. It is believed that
the microphones were placed when he was detained in 2011,
4 years before their discovery. This event was the trigger of
our investigation and it raised our concern about how little
we know about the reality of placing, listening and locating
microphones.

Most of what the general public knows about microphones
bugs comes from movies and other fictional sources, which
usually is far from real. An example of these inaccuracies is
the public speculation made by the Counselor of the United
States President, Kellyanne Conway, who expressed that a
microwave oven can spy as a camera [29]; the answer is NO,
as refuted in article by WIRED [30]. The current literature
about microphones bugs is disturbingly scarce, leaving most
people to believe the myths distributed by the media. One
of the goals of this work is to debunk the fictional beliefs
around mics bugs by performing a thorough study and real
life experiments with them.

This paper is divided into three phases. First, we perform
a survey of the state-of-the-art of mic bugs and their charac-
teristics. Second, we develop our own free software detection
tool, called Salamandra. Third, we perform several real life
experiments on placing and detecting bugs to examine how
difficult it was. Finally, we conclude with a thorough analysis
of our experience.

The first phase makes a deep survey of all the civilian-
accessible microphone bugs. It takes into account physical
characteristics, frequencies, transmission modes, battery op-
tions, operational lifetime, operational listening distance, easi-

BEIJING - Dissident Chinese artist Ai Weiwei has posted photos on his Instagram
account that suggest listening devices were planted in his Beijing studio.

Fig. 1. Bangkok Post (6 Oct 2015 at 00:41) - Dissident Chinese artist Ai
Weiwei has posted photos on his Instagram account that suggest listening
devices were planted in his Beijing studio.[4]

ness of listening by the operator, advantages & disadvantages,
configurations if any, and easiness of detection by various
means. The end goal of the first phase is to show the difficulty
in using microphone bugs.

The second phase presents our free-software, SDR-based[7]
tool to detect hidden microphones called Salamandra. Al-
though a professional microphone search usually requires
more complex hardware, we show that a simple SDR USB
device and our tool can be used to detect the mic bugs
accurately. Moreover, Salamandra has a novel location feature
to find mics quickly; a feature that is not available in most
commercial detectors. The two most important limitations
of the hardware detection solutions are their false detection
of mics and their false positive detections of ghost mics.



Salamandra uses several novel techniques to detect mics by
taking advantage of its execution in a computer, including
continuous discovery and location of mics.

The third phase consists in a group of offensive/defensive
experiments on placing and detecting bugs in real life. While
one of the researchers places the mics and tries to listen to
meaningful spoken passwords, the other runs Salamandra to
try to know if there was a mic and where. These real life
experiments shone light about the difficulty of placing mics
and how easy is to find them.

As far as we know this work is one of the few on the topic of
analyzing the real performance of placing and detecting spying
microphones. The main contributions of this paper are:

As far as we know, the first scientific research on the
topic of real life spy microphones.

A novel free software SDR-based detection tool to locate
microphone bugs, called Salamandra. A tool trained with
real experiments.

The first comparison of mic bugs characteristics, ranges
and performance, based on field experiments in real life
scenarios.

The first experiments of real-life placing and detection of
mics to analyze their performance, quality and time to
detection.

The first analysis of spy mics audio quality and improve-
ment.

II. MICROPHONE BUGS STATE-OF-THE-ART

The activity of eavesdropping can be considered as old as
human civilization. Eavesdropping techniques were, and are,
employed by different sectors of our society: governments,
organizations, families, and individuals. The main motivation
behind the use of these techniques is always the same, the
need to know directly from the source.

The advances on eavesdropping techniques went hand by
hand with the advances in audio communication. In 1844,
as explained in the Audiosurveillance chapter by the CIA
operative Alfreed Hubest [9], the first telegraph for commercial
purposes was installed in the US. It was quickly followed
by the civilian interception of such messages. In 1862, the
Telegraph messages interception was prohibited in some states
of the US. Similarly, commercial telephones were installed in
1878, soon followed by telephone tapping, which was finally
prohibited, on the State of New York, in 1892 [9]. In 1902, the
first wireless radio message across the Atlantic was sent by
Guglielmo Marconi[10]. Shortly after, Rudyard Kipling pub-
lished a fictional tale in the Scribner’s Magazine [11], where he
described the eavesdropping of wireless radio transmissions.
From this moment on, audio surveillance became widely used
by intelligence agencies and other parties [10], [9] until today.

The area of audio surveillance has been very prolific in the
last century. Hundreds of different devices have been manu-
factured for public consumption and for government purposes.
Audio eavesdropping devices can be classified in four broad
categories: microphone bugs, phone wire taps, wires (on your
body), and malicious spying software, known as Spyware.

Fig. 2. The Great Seal Bug, also known as The Thing, was a passive listening
device invented by the Soviet Union at the end of the Second World War.

Microphone bugs can also be portable, wearable, or stationary.
This work will focus on wireless stationary microphone bugs,
primarily FM and GSM devices, which are the most accessible
in today’s market. An exhaustive enumeration of such devices
is out of the scope of this work. Instead, we highlight devices
that stood out and are worth mentioning.

A. FM Audio Transmitters

FM transmitters were heavily used in the past and are still
used today at some extent. The simplest devices transmit on a
fixed frequency, while others allow an adjustment of the range
of frequencies. Most of the commercial mics are powered by
9v removable batteries, which may last from 6hs to 5 days
after placing the microphone (see Subsection VII for more
details). The performance of these devices strongly depends
on the general location (indoor, outdoor, residential location or
workplace), surroundings of the mic bug (placed near cables,
radios or hardware equipment), and the positioning of the
antenna (stretched, coiled). Audio quality will depend on the
physical distance between the surveillance team and the target;
most microphones have a good working range of 500 meters
or more in an open field.

The Great Seal Bug, also known as The Thing, was a
passive listening device invented by the Soviet Union and
used at the end of the Second World War. The device “(...)
carving contained an HF radio bug of a novel design, in that
it didn’t have its own power source and was not connected
via wires. Instead, the device was illuminated by a strong
radio signal from the outside, which powered and activated
it. It gave the bug a virtually unlimited life and provided the
Soviets with the best possible intelligence.” [15]. The size of
The Great Seal Bug was extraordinary (See Figure 2) and still
fulfilled its purpose. The bug was hiding in plain sight on the
US Embassy in Moscow and it was discovered, by accident,
after seven years [15]. Another example is the device known
as Satyr [16], that was developed by the British government
shortly after the discovery of The Great Seal Bug, sharing the
same characteristics.

The development of the transistor in 1947 [17] enabled the
creation of smaller listening devices. The KGB Bug, one of the
first Soviet transistor-based bugs, was created around 1964. It
was very small, 75Smm x 23mm x 10mm, and contained three
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Fig. 3. The KGB Bug, one of the first Soviet transistor-based bugs, created
circa 1964. Size 75mm x 23mm x 10mm. Adjustable frequency.

Fig. 4. The Czechoslovak TI-574A was a modular FM transmitter, could
be combined to achieve different functions, such being as transceiver, remote
control unit, remote control bug and homing beacon. Size 150mm x 20mm x
15 mm.

pins, two of them for power supply and one for connecting
the antenna. This device contained two small screws for tuning
and adjusting the frequency. An example of this type of device
is shown in Figure 3.

A very interesting example is the modular FM micro-
phone bug that was designed in the Czechoslovak Republic
in 1968 [12]. This bug, known as TI-574A, consisted in a
customizable and modular transmitter that could be combined
with other pieces to provide more functions. Modular functions
were for example, being “part of a transceiver, a remote control
unit, a homing beacon or even a remote controlled bug.” [12].
A leaked design of the bug can be observed in Figure 4, and
an example of how it was commonly used can be seen in
Figure 5. The device was able to transmit, by adjusting the
frequency, in the 74-88MHz range, which was ideal for not
interfering with normal FM radio frequencies.

One strong limitation of typical microphone bugs is the
power supply. Devices such as The Thing were rare, and
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Fig. 5. The Czechoslovak TI-574A was widely used for domestic surveillance,
used in common places such as tables.

typical FM mic bugs need a power supply to work. This need
of power was, in many cases, very limiting. In this area, the
OPEC bug was innovative. Its name was after its first discovery
in Vienna in the late 1970s, in the headquarters of the Orga-
nization of the Petroleum Exporting Countries (OPEC). The
OPEC bug was one of a kind because it did not have its own
power, but instead it got powered by electromagnetic induction
by placing it near electric wiring [19]. This innovative way of
powering itself made it very difficult to be detected. An picture
of this device is shown in Figure 6.

Nowadays, FM microphone bugs for commercial use are
widely available in online stores such as Ebay [20] and
Amazon [21]. The devices available on such sites and similar
vary slightly on size, prices and range. For this research,
restricted by a limited budget, we selected four devices to
study: MicroSpy, F-908, EAR-1 and a Beurer BY 84 FM baby
monitor. A common characteristic of these devices is that all
of them are powered by removable batteries, giving them more






